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Who We Are

HudsonAnalytix, Inc. offers integrated risk 
management and technical advisory services to the 
global maritime industry. Clients include:

• Port Authorities & Terminal Operators

• National and regional port systems 

• Integrated oil/gas companies

• National oil companies

• Global maritime transportation companies

• Insurance Companies 

• Governments

Operating Divisions:
• HA - Cyber - Maritime Cybersecurity & Risk Mgmt.

• HudsonMarine - Operational Marine Management

• HudsonTrident - Security (Physical & Operational)

• HudsonTactix - Consequence Management

• HudsonDynamix - Training

• HudsonSystems - Software Solutions
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Key Facts:

• Established in 1986
• Worldwide Presence:

• Philadelphia (Global HQ)
• Washington, DC
• Seattle, WA
• San Diego, CA
• Houston, TX
• Copenhagen, Denmark
• London, UK
• Rome, Italy
• Piraeus, Greece
• Jakarta, Indonesia (JV)
• Manila, Philippines
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HudsonAnalytix - Cyber 
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• Technology agnostic

• Unique capabilities tailored to the 
global maritime industry

• End-to-end services and technical 
expertise

• Blended, standards-based, 
maturity-model assessment 
approach and methodology

• Tailored cyber threat intelligence  
(informed by the “attack side”)

• Global reach

Ship-owners
&  Operators Offshore

Ports &
Terminal Operators

Waterside
Facilities
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Not All Threats Are Created Equal™

Recent Developments
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ESTABLISHING CONTEXT: DEFINING 
CYBERSECURITY & RELEVANT TRENDS
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What is “Cybersecurity”?

Cybersecurity is NOT:

• Information Technology (“IT”)

• Compliance (e.g. ISO; ISPS Code)

• Solved by a “silver bullet” approach 

Cybersecurity IS:

• A sustained risk management activity

• About cultural change and business transformation

• The mission of protecting the entire business (the Balance Sheet)

• A responsibility that starts at the top (you!)
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WHERE? - The Cyberization of Risk
Everything is Getting Connected Faster

 Law 1:  Everything that is connected to the Internet can be hacked*
 Law 2:  Everything is being connected to the Internet
 Law 3:  Everything else follows from the first two laws
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The impact of a 
cyber event can 
cascade and 
across an 
organization, 
reinforcing the 
magnitude of its 
impact

*Rod Beckstrom / Zurich - Atlantic Council Image, Risk Nexus, April 2014 © 2017 HudsonAnalytix, Inc.



WHAT? - When We Say “Cyber Risk” What 
is at Risk? 

• Personal information: Credentials; financial data; health 
information; etc.

• Confidential information: Client and lists; charter party rates, 
contracts and terms; processes, facility plans, etc.

• Operational Information: Data Integrity; networks; voyage 
data

• Political: “Hacktivism” (Direct and Indirect)

• Business: Competition, Competency and Reputation 

• Money: Financial Information, payment terms and processes, 
invoicing mechanisms, approval procedures, etc.
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WHY?  Cyber Risk in the Maritime Domain

Every maritime transportation company in the world economy creates,
utilizes, stores, manages, and exchanges digital data via internal and
external networks.

Each represents a nexus for global trade, collectively sustaining over 90%
of the global economy.

Courtesy:  www.mits-forum.org

• 4,764 Ports in 196 countries
• 68,000+ vessels by 2023
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The Maritime Industry is a Target Because…

Lots of Information. Maritime Stakeholders exchange lots of 
information across different organizations. Data Overload!

Lots of legacy systems. Stakeholders have their own 
systems. Often, these systems are older and have not been 
patched or updated to the latest version.

Lots of money.  Maritime stakeholders often transfer of large 
amounts of money. (e.g. between a ship owner and a yard, or 
a shipping company and a bunker operator).

Language. The maritime industry is global. Stakeholders 
operate in different languages, often not their native one.
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Are Ships Vulnerable?
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Source: USCG Cyber Strategy
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So What is Vulnerable?
(Hint: Everything)

• Supervisory Control & Data Acquisition (SCADA) equipment and 
Industrial Control Systems (ICS) for loading / unloading of bulk / 
containerized cargo (e.g. ballast water, gas liquefaction)

• Engine governor and power management systems

• Navigational Systems - RADAR, AIS, ECDIS, GPS, etc.

• Any Business Software Application (e.g. email, financial,

human resources, finance, logistics, business operations) 

• Any Security System - Ship Security Alert Systems (SSAS)

• Communications Systems (VOIP, SATCOM) 

• Any Operating System (e.g. Microsoft, Linux)

• Any Mobility device and platform (RFID)

• Safety Systems - GMDSS

• Dynamic Positioning Systems

• Crew, Employees and Contractors
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The Evolution of the Cyber Threat Landscape
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Courtesy: The Software Engineering Institute, Carnegie Mellon University
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Question: Have you been attacked?

• 1 in 5 respondents to the first 
maritime cyber-security survey 
conducted by IHS Fairplay in 
association with BIMCO 
acknowledged they have been a 
victim of a cyber attack.

• 40% of respondents confirmed 
they had preventative measures in 
place before the attack.

• Of the more than 300 people that 
responded across the shipping 
industry….

Courtesy: IHS Fairplay Maritime Cyber-security Survey – The Results
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A Business Interruption Case Study: 
The IRISL Hack (2011)
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• Servers were compromised

• Logistics systems crashed

• Entire fleet of 172 vessels and shore-
based systems were compromised

• False information input into systems:

• Compromised manifests

• Falsified Rates

• Containers ‘cloaked’

• Delivery dates altered

• Client / Vendor Data corrupted

• Major Business Interruption!
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And then there was NotPetya… 
0830 Hrs. EDT 27 June 2017
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• Affected more than 17 APT Terminal sites globally.
• NotPetya was originally promulgated via 

malicious email campaign in 2016 and offered 
through an affiliate program - Ransomware-as-a-
Service.

• Leveraged compromised NSA hacker tools.
• At the port of Nhava Sheva near Mumbai, an 

official told local outlet PTI that “the operations at 
[APM’s GTI terminal] have come to a standstill 
because their systems are down.” 

• As of July 17, some sites still impacted and using 
manual processes.

"It has affected all branches of our business, at home and abroad," said Anders 
Rosendahl, spokesman for A.P. Moller-Maersk.



Other Recent Examples

• 2017 - Malaysian bunkering company defrauded of USD
$1 million through the use of spyware.

• 2016 - Pirates hack into a global shipping company’s
systems, used the access to locate and retrieve a specific
crate on a vessel at sea. Targeted attack, value unknown.

• 2016 - Charter email system hacked and facilitated
fraudulent payment. Vessel was detained on the basis
that Charterer’s agents did not receive funds for port
clearance
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Business Leaders Are Left with a Range of 
Unanswered Questions

• What do we invest in? 
• How much do we budget?
• What are our priorities?
• How do we know what to buy?
• How can we measure the effectiveness of 

our investments?
• Can we recover from an attack?
• Are our cybersecurity investments 

sustainable?
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Where does Cyber Risk Management Begin? 
(At the Top)

Managing Directors, CEOs and Board Members are increasingly being held
accountable for their organization’s cybersecurity. Cyber risk management
must be owned by leadership rather than be delegated to the IT Director.

Cyber risk affects an organization’s:

• Balance Sheet / Profit & Loss

• Legal Exposure

• Operational Effectiveness

• Customers (Reputation!)

• Vendors

• Partners

• Employees

• You
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Assess and 

Benchmark cyber 

program at 

enterprise level 

across all domains.

Realign cyber risk 

strategy and 

solutions to 

address prioritized 

assets and threats.

ASSESS & 

DISCOVER

REALIGN & 

REMEDIATE

Baseline

Remediate 

identified 

vulnerabilities.

Train stakeholders.

Monitor for change.

REMEDIATE

(CONT.) & TRAIN

Report changes 

against base-lines, 

benchmarks and 

remediated states.

MEASURE & 

REPORT

Establish & Sustain Continuous Feedback Loops

Assess Capabilities First
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Cyber 
Maturity

Cyber 
Immaturity

Start Here Mistakes Occur Here
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Cybersecurity Capability Maturity: Facilitating 
Risk Transfer

• Initial investments should be in  
cyber capability development—
to protect.

• As risk curve flattens, cyber 
insurance becomes an efficient 
means to further reduce risk.

• Cybersecurity capability 
maturity informs risk transfer.

• Harmonizing investments in 
technological and financial 
controls requires better 
exposure and loss metrics.

Axio provides cyber risk engineering services and data an -

alytics to support the improved management of cyber risk, 

including the deployment of cyber insurance.  We work with 

private and public sector organizations to help them better 

understand and manage their exposure to cyber risk through 

cybersecurity program evaluations and cyber loss scenario 

development and analysis. 

ABOUT US 

Much of our work is performed for or in collaboration with the insurance industry; we are on the forefront 

of developing and enabling improved cyber insurance products that protect firms in the energy sector and 

other sectors for which physical damage, environmental damage, and bodily injury from cyber risk are 

real concerns.

The core of our data analytics work is the Axio knowledge center, which aggregates data from our ser-

vices and other sources to provide a basis for cyber program capability benchmarks, modeling, and other 

data sciences to improve the understanding of cyber risk losses and associated predictive indicators. Our 

vision is that the rich data provided through our collaboration with the insurance industry will ultimately 

provide insight into predictive indicators for cyber loss that materially advance cybersecurity knowledge. 

AXIO PROCESS 

Equiatem poreni ut ipienda et et ilic tem quid unt prae sapis samus simusci dessimus as suntot a turem. 

Itatem sus. Equiatem poreni ut ipienda et et ilic tem quid unt prae sapis samus simusci dessimus as  

suntota turem. Itatem sus.

CYBER INSURANCE AS A CONTROL 

The Ultimate Value Proposition: Insight and analysis from Axio’s Cyber Risk Knowledge Center enables 

clients to deploy risk transfer capacity to lower their overall risk.

SERVICES 

Equiatem poreni ut ipienda et et ilic tem quid unt prae sapis samus simusci dessimus as suntot a turem. 

Itatem sus. Equiatem poreni ut ipienda et et ilic.

ABOUT US CYBER INSURANCEAXIO PROCESS OUR SERVICES
AXIO KNOWLEDGE 

CENTER

MORE 

INFORMATION

CONTACT US

“ Et ati as ut eum cus nisim vel in nossi ut rehendunt 
auditatusa voloriorum sam qui dolupta 

verios ant eum qui doluptatio. Et volorrore necum 
quibus eosam fugitam.”
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“ Et ati as ut eum cus nisim vel in nossi ut rehendunt 
auditatusa voloriorum sam qui dolupta 

verios ant eum qui doluptatio. Et volorrore necum 
quibus eosam fugitam.”

“ Et ati as ut eum cus nisim vel in nossi ut rehendunt 
auditatusa voloriorum sam qui dolupta 

verios ant eum qui doluptatio. Et volorrore necum 
quibus eosam fugitam.”
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Policy Analysis
Identify gaps in 

current insurance 

coverage.

Understand the 

types of impacts 

from potential 

cyber events that 

are not covered by

 

your current

insurance.

Cyber Loss 

Scenarios
Develop notional 

and feasible cyber 

loss scenarios.

Workshop to 

brainstorm several 

cyber loss

scenarios that 

could lead to 

covered and 

uncovered impacts; 

estimate total 

potential cost of 

each.

Program

Evaluation
Evaluate cyber risk 

management 

capability and 

maturity.

Evaluation based 

on Cybersecurity

 

Capability Maturity

 

Model (C2M2).

Cyber Risk 

Engineering
Detailed impact 

analysis, frequency 

estimation, and 

loss control.

More in-depth 

cyber loss scenario 

development and 

analysis than in 

step 2.

Insurance 

Placement
With brokers and 

insurers, secure 

meaningful

coverage.

Various new 

coverage forms 

and enhanced 

existing forms are 

becoming available.

Catastrophic cyber risk

tranfer capacity lowers

the curve overall.

CYBERSECURITY CAPABILITY

RISK

INVEST IN 

TECHNOLOGY

INVEST IN 

TRANSFER

FOR INSURERS 

 Scalable cybersecurity program evaluations and benchmarking to 

 support underwriting, ranging from online self-evaluations to onsite 

 in-depth evaluations. 

 Data collection and analysis to monitor systemic and aggregation risk 

 and to improve cyber loss models. 

 Technology support for evaluations, data collection, and analysis. 

 Training and consulting services to better enable insurers and broker 

 partners to address the full range of cyber risk with clients.

FOR POLICYHOLDERS 

 Policy analysis to identify and understand cyber exclusions in 

 existing policies.

 Scenario workshops to develop and analyze cyber loss scenarios. 

 Scalable cybersecurity program evaluations and benchmarking, ranging  

 from online self-evaluations to onsite in-depth evaluations.

 Intra-organizational benchmarking to compare cyber risk management  

 capabilities among parallel business units for in-depth analysis of 

 large organizations. 

 Cyber risk engineering services to in-depth loss scenario analysis, 

 control, and modeling.

FOR BROKERS 

 Policy analysis to identify and understand cyber exclusions in existing 

 policies in support of specific clients or market analysis. 

 Consulting services for design and placement of bespoke cyber 

 insurance solutions such as captives to address unique client needs. 

 Training and consulting services to better enable brokerage teams to 

 address the full range of cyber risk with clients.

Axio Knowledge Center 

Equiatem poreni ut ipienda et et ilic tem quid unt prae sapis samus simusci dessimus as suntot a turem. 

Itatem sus. Equiatem poreni ut ipienda et et ilic.

Sign me up! Email Us

NEWSLETTER 

Iquem turit iniquideo, 

consum patus liquam

Iquem turit iniquideo, 

CONTACT US 

Address

address

Phone   000.000.0000

ABOUT US 

NEWS   

ENGAGE  WITH US

LEGAL

Benchmarks

Cybersecurity

program

evaluations

Loss and claims 

for insurance 

partners

Pedictive Models

Aggregation 

and systemic 

risk analysis

Publications

Cyber risk and 

insurance 

training and 

consulting

Loss scenario

development

 

and engineering

Aggregated data from 

Risk Engineering services,

open sources, and

insurance industry

DATA SOURCES

KNOWLEDGE CENTER

INVEST IN CYBER 

CAPABILITIES

SUSTAIN CAPABILITY & 

INVEST IN INSURANCE

Courtesy: Axio
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Re-Think Your Maritime Cyber 
Resiliency in a “Cyberized” World

Assume your organization has 
already been attacked, infiltrated 
and compromised.

Understand that there is no “magic 
bullet”

Develop a New Approach:
• Begins at the top;
• Implement an enterprise cyber 

risk management strategy;
• Consider Cyber Risk Transfer
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Thank You & Questions?

Ferry Terminal Building
Suite 300
2 Aquarium Drive
Camden, NJ  08103

Office:  +1.856.342.7500
Email: cynthia.hudson@hudsonanalytix.com

Cynthia A. Hudson
CEO & Founder
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